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Abstract—Recent years have witnessed unprecedented growth 
in adoption and offerings of cloud computing services. Security 
and availability risks have risen to become one of the biggest 
challenges and concerns for not only businesses that are 
transitioning into the cloud but also companies offering the cloud 
services. The focus of this paper is to investigate how 
announcements in media about security of cloud computing 
affects the market valuation of firms involved in the 
announcement. The paper uses event study methodology to 
analyze impact of the media announcements about cloud 
security. The paper also examines the impact of these 
announcements on the market valuation of the competitors of the 
companies involved in the announcements. 
 

Index Terms— Cloud Computing, Cloud Security, Firm 
Valuation, Information Security, Market Impact 
 

I. INTRODUCTION 
HE arrival of cloud computing has accelerated 
commoditization of computing power. It has ushered in an 

era of pay-as-you-go model in the computing environment of 
businesses. But, the risks stemming from ensuring availability 
are transferred to cloud service providers. The risks of 
additional exposure to entities outside the organization 
environment are still an unsettled issue. Amidst these issues, 
the question is “Does deploying cloud computing reduce 
costs?” Businesses, especially Small-to-Medium Businesses 
(SMBs), benefit from low cost of entry and reduced IT 
barriers in the adoption of cloud computing services [30]. 
Companies that use these services cite the potential reduction 
in costs and business agility as primary reasons for its success 
[14] [36]. Given the advantages offered by cloud computing, it 
is not surprising that the adoption of cloud computing has 
tremendously increased over the years.  

A study from Ovum [33] has found that the uptake of cloud 
services among multi-national corporations (MNCs) has 
grown more than 60 percent since spring 2010; with 45 
percent of the MNCs surveyed saying that they have used 
cloud sourcing for at least some elements of key IT services. 
Going with this upward trend in the adoption of cloud 
computing services, the future looks bright with Gartner 
predicting the cloud computing business to be worth $150 
billion by 2014. However, as the popularity of cloud 
computing has been increasing, concerns over the security and 
privacy of user data has emerged as one of the biggest 
obstacles in its adoption [24]. 

Cloud security has become a top concern for businesses 
transitioning into the cloud, especially the ones in the 

healthcare and financial industries that store and use sensitive 
data. According to a survey conducted by Symantec [42] in 
5300 organizations across 30 countries  in 2011, 
organizations rated security as a top goal and a top concern 
when moving to the cloud. Though 87 percent of the 
respondents in the survey were confident that moving into the 
cloud will actually improve their security, they still felt that 
achieving security in a cloud environment was their topmost 
concern citing potential risks like malware, hacker-based theft 
and loss of confidential data [42]. A survey conducted by CSO 
magazine, along with CIO magazine, and 
PriceWaterhouseCoopers sums up the situation, with 
respondents expressing their concerns on inadequate training, 
IT auditing and their ability to enforce security policies at a 
provider site [5]. 

The focus of this paper is to investigate how announcements 
in media about security of cloud computing affects the market 
valuation of firms involved in the announcement. There are 
several other studies that have investigated impact of security 
breaches on stock performance (see for example, [2] [6] [16] 
[18] [22] [25] [29]). Since enterprises have already begun 
taking advantage of cloud services, the paper examines how 
announcements about cloud security or privacy impact the 
market valuation of the firms involved in the announcement. 
Though there are many studies that analyze information 
security announcements, there are not many studies studying 
the impact of cloud security announcements. This is the first 
study that analyses the impact of cloud security 
announcements on firm valuation. 

Our study contributes to the extant literature by answering 
the following research questions: 
1) How negative cloud security announcements affect 

market valuation of firms? 
2) How positive cloud security announcements affect market 

valuation of firms? 
3) How cloud security announcements affect the stock prices 

 of competitors of the companies involved in the 
announcement? 

The rest of the paper is organized as follows: Section II 
provides background and literature review in the area, Section 
III discusses the methodology of this research in detail, 
followed by presentation of the results in Section IV. Section 
V implications of findings, Section VI concludes the paper 
with limitations and directions for future research. 
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II. BACKGROUND AND MODEL 
Cloud computing is a model for enabling network access on 

demand to a pool of computing resources like storage, 
applications and services which are remotely and conveniently 
configurable. The resources can be availed rapidly with a 
service provider interaction [32]. Since the concept of cloud 
computing has changed the way data is stored and shared 
across interconnected infrastructures, new kinds of security 
and privacy related issues such as loss of governance, isolation 
failure, compliance risks, under-provisioning, over-
provisioning, distributed denial of service attack (DDoS), 
economic denial of service attack (EDoS), etc., have to be 
addressed [7]. For example, the concept of multi-tenancy, 
wherein a single instance of a software program may service 
multiple tenants or clients, demands for proper isolation of 
user’s data. Therefore, a failure in the mechanism that 
separates the memory, storage and routing between different 
tenants may be considered a risk that is attributable to the 
cloud computing environment [7]. 

A. Research Model 
Since many companies use cloud services expecting 

reduction in costs and increase in business agility, it is 
important to measure and identify if such security 
announcements on cloud computing really impact the market 
value of the firms [14]. Research has shown that cloud 
computing announcements do have a significant impact on the 
stock prices of the companies involved [34]. In order to 
measure the impact of such announcements, internal measures 
such as Return on investment or internal rate of return are 
difficult to apply to financial benefits obtained on IT 
investments as there is very little information available about 
the changes to cash flows due to an announcement [10]. Since 
there are multiple factors influencing the cloud computing 
services, we employ an external measure to find the impact of 
these announcements. Since the time frame within which the 
announcements may affect the respective firms may vary, the 
stock price would show the impact more appropriately since it 
takes future costs and benefits into account. It is also 
independent of the likelihood of occurrence of the event. Thus, 
market response could be a reliable and suitable indication  of 
the effect of the announcements, which can be measured 
using event study. These announcements which are related to 
cloud security may have immediate or delayed impact. We 
therefore examine whether cloud security announcements 
affect the stock prices of various firms through three 
hypotheses (also shown in Fig. 1). 

Researchers have widely studied impact of security breach 
on market valuations of companies that suffer the breach (See, 
for example, [1] [2] [6] [8] [13] [17] [18] [26] [44]. Garg et al. 
[16] estimate that on an average, breaches could lower annual 
sales of companies by 0.5 to 1 percent. A Ponemon study 
estimates that companies suffering from data breaches paid 
£47 per compromised record in 2007 and the average cost per 
reporting incident for the company is around £1.4m [37]. 
Extant studies have shown a significant negative impact 
due to information security breach (e.g., [1] [8] [13] [16]). 
Besides loss in stock value, there are long term costs 
associated with a security breach such as loss of trust, loss of 

business, legal actions and negative reputation [8] [43]. Thus, 
we expect negative abnormal returns for cloud security breach 
announcements. Hence we hypothesize that: 
 
H1a: Cloud security breach announcements will have 
negative impact in market valuation of the involved companies 
 

Customers and stakeholders gain confidence about the 
company when announcements about a corrective action are 
made. These positive announcements help in restoring and 
uplifting the image that was damaged due to a crisis [39]. 
Several studies have reported the reputational capital effect on 
stock performance of companies [15] [19] [27]. The crisis 
response to a cloud security breach incident can take form of 
positive announcements regarding company’s security 
initiatives to further strengthen the overall security posture. 
Hence we hypothesize that: 
 
H1b: Positive cloud security announcements will have 
positive impact in market valuation of the involved companies. 
 

Customers shifting to competitors for same products or 
services usually accounts for a change in profitability. Event 
studies can reveal the impact of any event on the stock price of 
a firm. An investors’ perception about a company’s 
profitability and efficiency results in abnormal changes in the 
stock price. Adverse announcements like a cloud security 
breach have potential to affect the stock prices of other 
companies in the industry. Studies have shown certain events 
can cause competitor’s stock price to change. For example, 
Lang and Stulz [28] show that at the time of the bankruptcy 
announcement, stock price of the bankrupt firm’s competitor’s 
decreases by 1% and the decline is statistically significant. 
Eckel et al. [12] also showed statistically and economically 
significant impact on competitors’ market value due to 
airline privatization announcement. Recent research has 
shown that stock prices of competitor companies in financial 
sector tend to react in same way as companies that have had 
an information security breach [21]. So, we expect a negative 
abnormal return for the competitors of the companies in 
involved in a cloud security breach. Hence we hypothesize 
that: 
 
H2a: Cloud security breach announcements will negatively 
impact market valuation of competitors of Cloud companies 
involved 
 

Research has also showed that competitors do benefit from 
positive security announcements from the companies that had 
a breach, across industries, firm types and years [21]. We 
expect a positive abnormal return for the competitors of the 
companies in involved in a positive cloud security 
announcement. Hence we hypothesize that: 
 
H2b: Positive cloud security announcements will positively
 impact  market valuation of competitors of Cloud 
companies involved 
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III. METHODOLOGY 
In this section we present the data collection and the 

research methodology used for analysis. 

A. Data Collection 
In this research, we collected 214 cloud computing 

announcements related to information security. We used 
cloutage.org, a leading source of cloud security breaches to 
collect announcements on cloud computing information 
security. We also used keyword search to collect more 
announcements on cloud computing information security. The 
keywords we used for the search to collect cloud security 
breach announcements include “cloud security breach” OR 
“cloud security announcements” OR “cloud security news” 
OR “cloud security breach” OR “cloud security data loss”. 
Some examples of cloud security breaches include: 

 
“Apple App Store Suffers Hack Attack” (7/6/2010) 
“Salesforce.com crashes again” (1/31/2006) 
 
In order to collect positive cloud security news 

announcements we used keywords including “cloud security 
technology” OR “cloud security fix” OR “cloud security 
investment” OR “cloud security improvement”. Some 
examples of positive cloud security news include: 

 
“With encryption breakthrough IBM boost cloud 

computing” (7/5/2009) 
“Amazon cloud-based database gains high- availability 

feature” (5/18/2010) 
 
The announcements were also collected from press releases 

of the companies and popular news websites that release cloud 
computing news. The time period for data collection is four 
years – 2006 to 2010. We obtained historical stock price 
information  for companies making  the announcements 
from the Centre for Research in Security Prices (CRSP) at the 
University of Chicago. CRSP contains price information of 
stocks listed in the New York Stock Exchange (NYSE), 
American Stock Exchange (AMEX), and NASDAQ. We also 
recorded the number of employees for each company involved 
in these cloud security announcements, from 
finance.yahoo.com. Out of the 214 cloud computing 
announcements related to Information security, there are 37 
distinct companies that were involved in these 
announcements, 32 companies are publicly traded in the US 
market. But the announcements that involved the 5 companies 
that are not publicly traded, involved another company that is 
publicly traded. We also collected stock price information of 3 
publicly traded competitors of each companies involved in  
cloud security announcements.  Competitor companies were 
identified from the “Hoovers” database as the source. In this 
analysis, the date of announcement has been used as the date 
to perform competitor analysis. Table I shows the sample size 
and brief description on data included for each hypothesis. 

 

 
B. Event Study Methodology 
Event Study’s popularity and relevance to IS research has 

gained tremendous attention and traction and such studies are 
becoming common in IS literature ([35] [3] [23] [38] [9] [11] 
[41] [8] [26] [6] [20] [40]) amongst others. In our research 
Abnormal stock returns serve as the metric of the economic 
impact of cloud computing announcements and cloud adoption 
announcements [3]. In an event study, abnormal returns are 
calculated for an event window. The most important choice in 
an event study is the choice of the length of the event window 
[3] [37]. Based on prior event studies in the field of 
information systems, we chose event windows of (-1, 0) (0,+1) 
(0,+2) (0,+3) in addition to taking the actual date of 
announcement or the zeroth day. We used the market adjusted 
returns model, for the computation of abnormal returns to 
compute the abnormal returns we used the Eventus software 
package. Given an event window and the model for abnormal 
returns calculation, the Eventus software computes the 
abnormal returns for firms for that window, by interfacing 
SAS and the CRSP database [3]. Based on the Market adjusted 
model, the abnormal returns for a firm i on day t is, 
 

 (1) 
 
Where Rit is the return of stock for firm i on day t; and Rmt is 
the CSRP value weighted market return on the same day. 

Since we are looking at N firms, we need to aggregate the 
abnormal returns for each day for the period t; therefore we 
formulate Mean Abnormal Return (MARt), 

 
(2) 

 

TABLE I 
DATA DEFINITION SCHEME 

# 
Sample 
Size 

Data 

H1a 183 
Includes all publicly traded companies 
involved in a cloud security breach 

H1b 31 
Includes the publicly traded companies 
involved in a positive cloud security 
news 

H2a 397 
Includes the competitors of the 
companies involved in a cloud security 
breach 

H2b 103 
Includes the competitors of the 
companies involved in a positive cloud 
security news 
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Cumulative Abnormal Return (CAR) is used to measure the 
change in firm value. The CAR for the cloud computing 
announcements for the firm i for the period t1 to t2 is given 
by, 

 
(3) 

In our research, since we are looking at the CAR for many 
firms, we need to compute the Mean Cumulative Abnormal 
Return (ACAR). For an event window T, the ACAR for N 
firms is given by, 

 
(4) 

Then we use Patell Z test statistic (a standardized 
parameteric test) to check if the MCAR are significantly 
(statistically) different from zero. If the significance is found 
in this test, we can say that the cloud computing 
announcements made an impact on the stock market. The 
magnitude of the impact can also be inferred based on the 
level of significance [3] [4] [18] [31]. 
    

IV. RESULTS 
We investigated nine event windows for evaluating impact 

of cloud security announcements on the companies involved 
and on different stakeholder companies such as competitors. 
We discuss the results we obtained of these groups of 
companies next. We had nine event windows for each 
hypothesis and in this section; we present the ones we selected 
based on prior research and relevance to our research. For 
each hypothesis, we have omitted event windows that report 
inconclusive results. A summary of results for all the 
hypotheses is shown below, in Table II: 
 

 
Table III shows the Average Cumulative abnormal returns 

for the companies involved in the cloud security breach 

(negative) announcements from 2006 to 2010. The results for 
observed windows do not show any significance for 
abnormal returns. However, it does show some significance 
(Patell Z at 10% level) for (0, +1) window with an ACAR of - 
0.29%, which is consistent with other research that show 
negative reaction to negative information security 
announcements [1] [8] [16] [18] [21]. 

 

 
 
Table IV shows the Average Cumulative abnormal returns 

for the companies involved in the positive cloud security 
announcements from 2006 to 2010. The result is negative for 
windows (-1, 0) at 5% level of significance with ACAR as -
0.54% for the generalized test. The windows (0, +1) and (0, 
+2) show negative abnormal returns with 10% level of 
significance. This shows that there was a negative impact of a 
positive cloud security announcement on the respective 
companies. This shows that even positive could security 
announcements yield negative market reaction. 
 

 
Table V shows the Average Cumulative abnormal returns 

for the competitors of companies involved in a cloud security 
breach announcement from 2006 to 2010. The result is 
negative for window (-1, 0) at 5% level of significance with 
ACAR as -0.09% for the generalized test. The window (0, +3) 
shows negative abnormal returns with 10% level of 
significance. This shows that there was a negative impact of a 
negative cloud security announcement on the competitors of 
the companies in the announcement. However the effect was 
delayed as shown by the impact on the third day after the 
announcement. 

TABLE II 
WINDOW BASED RESULTS OF ALL CLOUD SECURITY ANNOUNCEMENTS 

Hypothesis Effect Support 

H1a  - Supported. 

H1b  - Not supported. 
Negative abnormal returns. 

H2a  - Supported 

H2b  - Not Supported. 
Negative abnormal returns. 

 

TABLE IV 
WINDOW BASED RESULTS OF POSITIVE SECURITY ANNOUNCEMENTS 

Window ACAR Positive: 
Negative Patell Z Generalized 

Sign Z 

(-1,0) -0.54% 10:21< -0.788 -1.705* 

(0,+1) -0.33% 11:20( -0.706 -1.345$ 

(0,+2) -0.78% 11:20( -0.673 -1.345$ 

(0, +3) -0.43% 14:17 0.574 -0.266 
 

TABLE III 
WINDOW BASED RESULTS OF NEGATIVE SECURITY ANNOUNCEMENTS 

Window ACAR Positive: 
Negative Patell Z Generalized 

Sign Z 

(-1,0) -0.03% 86:97 -0.529 -0.235 

(0,+1) -0.29% 79:104 -1.619$ -1.271 

(0, +2) 0.05% 86:97 -0.397 -0.235 

(0, +3) 0.09% 81:102 -0.233 -0.975 
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Table VI shows the Average Cumulative abnormal returns 

for the competitors of companies involved in the positive 
cloud security announcements from 2006 to 2010. The result 
is negative for window (0, +1) at 1% level of significance 
with ACAR as -0.32% for the generalized test. This shows 
that there was a negative impact of positive cloud security 
announcement on the competitors of the respective 
companies. 

 
Next, we present implications of our findings to practice 

and research. 
 

V. IMPLICATIONS AND CONCLUSION 
Research shows that information security events in general 

have had significant impact on the stock value of the firms and 
their competitors [18] [21]. Our research shows that 
information security breaches related cloud computing has 
significant negative impact on the stock value of the firms on 
the day of announcement. We also show that the competitors 
of the companies involved in a cloud security breach have a 
significant negative impact on the firm valuation .Contrary to 
research on the effect of positive information security news on 
the companies and competitors [21], our research shows that 
positive cloud security news has significant negative impact 
on the firm valuation involved companies and their 
competitors. Thus we can conclude that given the uncertainty 
attributed to security in the cloud the stock market treats both 
positive and negative cloud security announcements as 

negative information. 
The Gartner Hype cycle for 2011 has positioned cloud 

security at the Peak of Inflated Expectations, a phase that is 
characterized by huge publicity eventually  generating over-
enthusiasm and unrealistic expectations. Any announcement 
regarding a firm’s cloud security breach or a positive cloud 
security initiative would be subject to interest of the customers 
or the key stakeholders of the company. As the adoption of 
cloud computing has started increasing [33], cloud security 
has emerged as a top area of concern over the years [42].The 
issue of cloud security has reached a point where, investors 
have started to take cloud security announcements more 
seriously by perceiving a cloud security announcement as a 
negative information about the company. 
 

VI. LIMITATIONS AND FUTURE STUDY 
We have analyzed the market impact of cloud security 

breaches and positive cloud security news on firm valuation of 
the companies involved. However, there are few limitations to 
our study. Firstly, our study is limited to publicly traded 
companies listed in the New York Stock Exchange (NYSE), 
American Stock Exchange (AMEX), and NASDAQ whose 
price information is listed in the CRSP database. Secondly, 
adverse events like a cloud security breach could be subjected 
to confounding effects of other adverse events in the same 
time period. In future work we would explore the confounding 
effects of other events on cloud security breaches and positive 
cloud security news. Thirdly, since we have collected data 
from press releases of the companies and popular news 
websites that release cloud computing news, we have not 
accounted for any leakages in the news prior to the release. 
Finally, as is the case with any other event study our research 
makes the assumption of market efficiency and that news 
media announcement about a firm will be reflected 
immediately in the stock price. Since, we have analyzed 
cloud security breaches on a whole, future research can be 
done on the impact of the types of cloud security breaches like 
data-losses, hacks and outages on the market valuation of the 
firms. Research can be done by analyzing the market impact 
of cloud security announcements individually and determine 
the framing effects of the top performing and bottom 
performing announcements. We can then determine the 
keywords that can be used to frame an announcement to get 
better impact on the market. We hope that more research is 
done in this area of cloud security breaches and investigate 
how important is cloud security in the adoption of cloud 
computing. 
 

REFERENCES 
[1]  Acquisti, A., Friedman, A. and Telang, R. (2008) Is there a cost to privacy 

breaches? an event study. Working Paper, Carnegie Mellon University. 
[2]  Acquisti, A., Friedman, A., and Telang, R. (2006). 

IS THERE A COST TO PRIVACY BREACHES? AN EVENT 
STUDY. Fifth Workshop on the Economics of Information Security (pp. 
1-20). Citeseer. Retrieved from 

TABLE VI 
WINDOW BASED RESULTS OF COMPETITORS OF COMPANIES WITH POSITIVE 

ANNOUNCEMENTS 

Window ACAR Positive: 
Negative Patell Z Generalized 

Sign Z 
(-1,0) -0.25% 48:55 -0.686 -0.009 

(0,+1) -0.32% 36:67<< -0.823 -2.379** 

(0, +2) -0.51% 42:61 -1.252 -1.194 

(0, +3) -0.34% 47:56 -0.641 -0.206 
 

TABLE V 
WINDOW BASED RESULTS OF COMPETITORS OF COMPANIES WITH BREACH 

ANNOUNCEMENTS 

Window ACAR Positive: 
Negative Patell Z Generalized 

Sign Z 
(-1,0) -0.09% 167:230< -1.051 -1.730* 

(0,+1) -0.16% 175:222 -0.792 -0.925 

(0, +2) -0.13% 186:211 -0.895 0.182 

(0, +3) -0.22% 174:223 -1.354$ -1.025 
 



ANNUAL SYMPOSIUM ON INFORMATION ASSURANCE & SECURE KNOWLEDGE MANAGEMENT, JUNE 5-6, 2012, ALBANY, NY 
 

ASIA & SKM ’12 - 28 
 

 

http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.73.2942&rep
=rep1&type=pdf 

[3]  Agrawal, M., Kishore, R. and Rao, H.R. (2006). 
Market reactions to e-business outsourcing announcements: An 
event study. Information & Management, 43(7), 861-873. 

[4]  Beasley, M. Bradford, M. and Dehning, B. (2009) 
The value impact of strategic intent on firms engaged in information 
systems outsourcing, International Journal of Accounting Information 
Systems, 10, 2, 79-96 

[5]   Brenner, B. (2010). Cloud security still a struggle for many companies, 
survey finds. Retrieved from: 
http://www.csoonline.com/article/620713/cloud- security-still-a-
struggle-for-many-companies- survey-finds?page=1 

[6]   Campbell, K., Gordon, L.A., Loeb, M.P., and Zhou, L. (2003). “The 
economic cost of publicly announced information security breaches: 
Empirical evidence from the stock market,” Journal of Computer 
Security, 11, 3 (March 2003), 431– 448. 

[7]   Catteddu, D. and Hogben, G. (2009). “Cloud Computing: Benefits, 
Risks and Recommendations for Information Security”, Nov 20, 2009, 
Retrieved From http://www.enisa.europa.eu/act/rm/files/deliverable 
s/cloud-computing-risk-assessment 

[8]   Cavusoglu, H., Mishra, B. and Raghunathan, S. (2004). "The effect of 
Internet security breach announcements on market value: capital market 
reactions for breached firms and Internet security developers," 
International Journal of Electronic Commerce, Vol. 9, Number 1, 2004, 
pp. 69-104. 

[9]  Chai, S., Kim, M. and Rao, H. R. (2010). "Firms' 
information security investment decisions: Stock market evidence of 
investors' behavior", Decision Support Systems, Volume 50, Issue 4, 
March 2011, Pages 651-661 

[10] Dehning, B, and Richardson VJ. (2002). Returns on investments in 
information technology: a research synthesis. Journal of Information
 Systems 2002;16(1):7–30 [Spring] 

[11] Dos Santos, B.L., Peffers, K., and Mauer, D.C. (1993). “The impact of 
information technology investment announcements on the market value 
of the firm,” Information Systems Research 4 (1), 1–23. 

[12] Eckel, C., Eckel, D., and Singal, V. (1997). “Privatization and 
efficiency: Industry effects of the sale of British Airways”, Journal of 
Financial Economics, 43 (1997) 275-298 

[13] Ettredge, M. L. and Richardson, V. J. (2003). “Information transfer 
among internet firms: the case of hacker attacks,” Journal of Information 
Systems 17(2) 71-82. 

[14] Fogarty, K. (2010, July 8). Cloud Computing: Today's Four Favorite 
Flavors, Explained. 

[15] Fombrun, C. J. (1998). Indices of Corporate 
Reputation: An Analysis of Media Rankings and Social Monitors’ 
Ratings. Corporate Reputation Review, 1(4), 327-340. Palgrave 
Macmillan. doi:10.1057/palgrave.crr.1540055 

[16] Garg, A., Curtis, J. and Halper, H. (2003a). "The financial impact of IT 
security breaches: what do investors think?," Information Systems 
Security, Vol. 12, Number 1, 2003, pp. 22-33. 189 

[17] Garg, A., J. Curtis, and H. Halper. (2003b). Quantifying the financial 
impact of IT security breaches. Information Management & Computer 
Security 11 (2):74- 83 

[18] Goel, S. and Shawky, H.A. (2009) Estimating the market impact of 
security breach announcements on firm values, Information & 
Management, 46, 7, 404-410 

[19] Gregory, J. R. (1998). “Does corporate reputation provide a cushion to 
companies facing market volatility? Some supportive evidence,” 
Corporate Reputation Review, 1, 288 – 290 

[20] Gupta, M. and Sharman, R. (2010). “Impact of Web Portal 
Announcements on Market Valuations: An Event Study”, International 
Journal of Web Portals, Volume 2, Issue 4, 2010. 

[21] Gupta, M. (2011). Three essays on information technology security 
management in organizations. Ph.D. dissertation, State University of 
New York at Buffalo, United States -- New York. Retrieved January
 4,  2012,  from Dissertations &  Theses @ SUNY 
Buffalo.(Publication No. AAT 3440288). 

[22] Hasan, R., & Yurcik, W. (2006). A statistical analysis of disclosed 
storage security breaches. Proceedings of the second ACM workshop on 
Storage security and survivability StorageSS 06 (p.1). ACM Press. 
doi:10.1145/1179559.1179561 

[23] Hayes, D.C., Hunton, J.E. and Reck, J. L. (2001). “Market Reaction to
 ERP Implementation Announcements,” Journal of Information 
Systems, 15, 1, 3-18. 

[24] Heiser, J. and Nicolett, M. (2008). “Assessing the Security Risks of 
Cloud Computing”, 3 June 2008. [25]. 

[25] Hovav, A., & D’Arcy, J. (2003). The impact of Denial-of-Service attack 
announcements on the market value of firms. Risk Management and 
Insurance Review, 6(2), 97-121. doi:10.1046/J.1098-1616.2003.026.x 

[26] Kannan, K., Rees, J., and Sridhar, S. (2007). “Market reactions to 
information security breach announcements: An empirical analysis,” 
International Journal of Electronic Commerce, 12(1), 69-91. 

[27] Knight, R. F. and Pretty, D. J. (1999). “Corporate catastrophes, stock 
returns, and trading volume,” Corporate Reputation Review, 2, 363 – 
381 

[28] Lang, L. H. P and Stulz, R. M. (1992). “Contagion and competitive 
 intra-industry effects of bankruptcy announcements  - An
 empirical analysis”, Journal of Financial Economics, 32 (1992) 45-60. 
North-Holland 

[29] Liginlal, D., Sim, I., &Khansa, L. (2009). How significant is human 
error as a cause of privacy breaches? An empirical study and a 
framework for error management. Computers Security, 28(3-4), 215-
228. Elsevier Ltd. doi:10.1016/j.cose.2008.11.003 

[30] Marston, S., Li, Z., Bandyopadhyay, S., Zhang, J., & Ghalsasi, A. 
(2011). Cloud computing — The business perspective. Decision Support 
Systems, 51(1), 176-189. Elsevier B.V. doi:10.1016/j.dss.2010.12.006 

[31] McWilliams, A. and Siegel, D. (1997) Event studies in management 
research: theoretical and empirical issues, Academy of Management 
Journal 40, 626–657. 

[32] Mell. P (2011) "The NIST Definition of Cloud Computing (Draft), 
Recommendations of the National Institute of Standards and 
Technology", January 2011, Retrieved from 
http://csrc.nist.gov/publications/drafts/800-145/Draft-SP-800-
145_cloud-definition.pdf 

[33] Molony, D. and Kirchheime, E. (2011). What multinationals want: 
Opportunities in cloud computing Retrieved January 1, 2012, from 
http://www.cw.com/assets/content/pdfs/resource/ov-um-cloud-wp.pdf 

[34] Parameswaran, S.,Venkatesan, S., Gupta, M., Sharman, R.and Rao, H. 
R., "Impact of Cloud Computing Announcements on Firm Valuation" 
(2011). AMCIS 2011 Proceedings - All Submissions. Retrieved  
from http://aisel.aisnet.org/amcis2011_submissions/291 

[35] Peak, D., Windsor, J. and Conover, J. (2002). “Risks and effects of IS/IT 
outsourcing: a securities market assessment,” Journal of Information 
Technology Cases and Applications 4 (1), 2002, pp. 6–33. 

[36] Pemmaraju, K. (2010). “Cloud Leaders: Act Now”, Sand Hill Group 
Report, March 24, 2010, Retrieved from 
http://www.sandhill.com/opinion/editorial.php?id=296 

[37] Poneman. (2008). “Ponemon evaluates cost of UK breaches,” Network 
Security Magazine, March 2008, Pp 2 

[38] Ranganathan, C. and Brown C. V. (2006). “ERP investment and the 
market value of firms: Toward an understanding of influential ERP 
project variables,” Information Systems Research, No. 17(2), P. 145-
161. 

[39] Sellnow, T. L., Ulmer, R. R. and Snider, M. (1998). “The compatibility 
of corrective action in organizational crisis communication”, 
Communication Quarterly, 46: 1, 60 — 74 

[40] Song, Y. I. , Woo, W. and Rao, H. R. (2007). “Interorganizational 
information sharing in the airline industry: An analysis of stock market 
responses to code-sharing agreements”, 

[41] Information Systems Frontiers (2007) 9:309–324 [41]. Subramani, M. 
and Walden, E. (2001). “The Impact of E-Commerce Announcements 
on the Market Value of Firms,” Information Systems Research, vol 12, 
no. 2, pp. 135-154, 2001. 

[42] Symantec. (2011). State of Cloud Survey. Retrieved from: 
http://www.symantec.com/about/news/resources/press_kits/detail.jsp?pk
id=stateofcloud2011 

[43] Tsiakis, T. and Stephanides, G. (2005). "The economic approach of 
information security," Computers & Security, Vol. 24, Number 2, 2005, 
pp. 105-108. 

[44] Yayla, A. and Hu, Q. (2005). “The impact of security breaches on the 
value of stocks: A short term vs. long-term perspective.”, In: The 
Annual Conference of IS in Asia-Pacific, (Las Vegas, NV., 2005). 


