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Abstract 

Security and availability risks have become one of the 
biggest challenges for firms that are transitioning into the cloud and 
for firms offering the cloud services as well. Security issues have 
gained prominence in recent years due to the unprecedented growth 
in Cloud comput ing  service offerings and their adoption. An event 
of a security breach may impact investors’ perceptions of a firm’s 
value. In fact, prior studies have shown that information security 
breaches and countermeasures have a significant impact on the firm’s 
stock price. Thus, publicly announcing breach and countermeasures is 
one way by which firms manage these issues related to cloud 
security.  The focus of this paper is to use event study 
methodology to investigate how cloud security breach and 
countermeasures announcements affect the firm and its 
competitor’s stock price. Our research shows that cloud security 
breach announcements have significant negative impact on the firms 
and its competitor’s stock value. Surprisingly, cloud security 
countermeasure announcements have significant negative impact on 
the firm and the competitor’s stock value. 
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INTRODUCTION 

The arrival of cloud computing has commoditized computing power and 
empowered computers. It has ushered in an era of the pay-as-you-go model in the 
computing environment of firms. It provides firms especially SMBs (Expansion), 
benefit from low cost of entry and reduced IT barriers (Marston et al., 2011). The 
companies that use these services cite the potential reduction in costs and business 
agility as primary reasons for their success (Fogarty, 2010; Pemmaraju, 2010). It is 
not surprising that the adoption of cloud computing has increased over the years. In 
fact, a study from Ovum has found that the uptake of cloud services among MNCs 
(Multi-National Company) has grown more than 60 percent since spring 2010 with 45 
percent of the MNCs surveyed saying that they have used cloud sourcing for at least 
some elements of key IT services (Molony and Kirchheime, 2011). Going with this 
upward trend in the adoption of cloud computing services, the future also looks bright, 
with Gartner predicting the cloud computing business to be worth $150 billion by 
2014. However, as the adoption of cloud computing has increased, there has been a 
concern over the security and privacy of user data (Heiser and Nicolet, 2008). 

Cloud security has become a leading concern for businesses transitioning into 
the cloud, especially for the healthcare and financial industries that store and use 
sensitive data. The risks stemming from ensuring availability are transferred to cloud 
service providers. The risks of additional exposure to entities outside the organization 
environment are still an unsettled issue (Brodkin, 2008; Heiser and Nicolett, 2008; 
Mather et al., 2009). According to a survey conducted by Symantec (2011), in 5300 
organizations across 30 countries in 2011, organizations rated security as a major 
concern when moving to the cloud. Though 87 percent of the respondents in the 
survey were confident that moving into the cloud will actually improve their security, 
they still felt that achieving security in a cloud environment was their topmost 
priority, citing potential risks like malware, hacker-based theft, and loss of 
confidential data (Symantec, 2011). Moreover, the lack of the three essential 
components of policies, procedures and tools to ensure that sensitive information 
stored by means of cloud computing hosts remains secure, contributes to the security 
concerns in the cloud.  

Since security in the cloud has emerged as a major concern in cloud adoption, 
there is sufficient motivation for cloud service providers to invest and better manage 
cloud security issues. Publicly announcing breach and countermeasures is one way by 
which firms manage these issues related to cloud security. Organizations attempt to 
manage issues by means of news media coverage because customers and other 
external stakeholders pay close attention to issues surrounding a company through 
media. News media is important for companies to get the attention and influence the 
perception of the customers and stakeholders (Carroll and Maxwell, 2003; Chen and 
Meindl, 1991; Deephouse, 2000; Dutton and Dukerich, 1991). There are several 
studies that have investigated impact of security breaches on stock performance (see 
for example, Hasan and Yurcik, 2006; Goel and Shawky, 2009; Liginlal et al, 2009; 
Acquisti et al, 2006; Kark et al.,2008; Campbell et al, 2003; Hovav and Darcy, 2003; 
Garg et al., 2003a). There has been an increase in the number of news articles related 
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to security in the cloud computing domain over the past few years to sense whether 
organizations’ have any incentives to disclose breaches and to safeguard their 
confidential data and their customers’ personal information (Acquisti, et al., 2006; 
Parameswaran et al. 2012). The focus of this paper is to investigate how cloud 
security breach and countermeasures announcements in media affect the stock price of 
firms. 

Our research explores the impact of announcements of such events on the 
stock price of the involved firms. We collected 223 announcements made by the firms 
that faced a cloud security breach. We performed event studies to analyze the stock 
impact of firms making two kinds of announcements largely; 1. Cloud security breach 
announcements and 2. Countermeasure announcements which attempt to restore 
image and reputation after a security breach. We compared the research by Gupta 
(2010) on the stock impact of information security breaches with the market impact of 
cloud security breaches obtained from our data. This study also analyzed the effect of 
company size (in terms of employee strength) on the stock impact of the firms. We 
have also investigated how cloud security breach and countermeasures 
announcements by a company affect stock performance of its competitors. Further, 
content analysis was performed on the cloud security announcement articles to 
examine the impact of the use of certain frames in writing cloud security breach 
announcement articles on stock price. 

Though there are many studies that analyze information security 
announcements, a very few of them study the impact of cloud security 
announcements.   This is the first study that analyzes the impact of cloud security 
announcements on firm valuation. Our study contributes to the existing literature by 
answering the following research questions: 
1. Does the stock market make notice of cloud security announcements? 
2. How do cloud security announcements affect the stock prices of competitors of 

the companies involved in the announcement?  
3. What is effect of company size on the stock impact of cloud security breach 

announcements? 
4. How do cloud security announcements affect the stock prices of companies when 

compared to information security announcements? 
5. What is the stock impact of using certain frames in the cloud security 

announcement articles?  
The rest of the paper is organized as follows: Section 2 provides background and 
literature review in the area followed by the research model, Section 3 discusses 
the methodology of this research in detail, followed by presentation of the results 
in Section 4, followed by the analysis of framing effects in Section 5, Section 6 
concludes the paper with implications and Section 7 gives limitations and 
directions for future research. 
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RESEARCH BACKGROUND AND MODEL 
 
 Cloud computing is a model for enabling network access on demand to a pool 
of computing resources like storage, applications and services that are remotely and 
conveniently configurable. The resources can be availed rapidly with a service 
provider interaction (Mell, 2011). Since the concept of cloud computing has changed 
the way data is stored and shared across interconnected infrastructures, new kinds of 
security and privacy related issues such as loss of governance, isolation failure, 
compliance risks, under-provisioning, over-provisioning, distributed denial of service 
attack (DDoS), economic denial of service attack (EdoS), etc have to be addressed. 
For example, the concept of multi-tenancy, wherein a single instance of a software 
program may service multiple tenants or clients, demands proper isolation of users’ 
data. Therefore, a failure in the mechanism that separates the memory, storage and 
routing between different tenants may be considered a risk that is attributable to the 
cloud computing environment (Catteddu and Hogben, 2009).  
 
Cloud Security 

 
There are several studies that have focused on issues, frameworks, models and 

strategies for managing cloud security. Gartner, in its assessment, has identified 7 
major security issues, namely privileged user access, regulatory compliance, data 
location, data segregation, recovery, investigative support and long-term viability 
(Heiser and Nicolet, 2008).  Kavitha and Subashini (2011) present a survey of the 
security risks of the three types of delivery models namely SaaS, IaaS and PaaS. 
Ramgovind et al. (2010) which highlight the key security challenges and 
considerations in cloud computing and suggest guiding principles for managing 
security in the cloud. Marston et al., (2011) in their SWOT Analysis of cloud 
computing, point out that organizations should be wary of the loss of control of data 
put in the cloud, and vendors cannot guarantee the exact location of the organization’s 
data. According to them, the biggest threat to adoption of cloud computing will be the 
regulation on data privacy, data access, audit requirements and data location 
requirements at the local, national and international levels. Chen et al. (2010) argue 
that, though cloud computing raises a lot of security concerns, only two facets are new 
and fundamental to cloud computing. The two facets are the complexities arising from 
multi-party trust considerations and the attention to need for mutual auditability. 
Jensen et al. (2009) present cloud security issues like XML signature, browser 
security, cloud integrity and binding issues and flooding attacks. According to their 
study, improving the security capabilities of web browsers and web service 
frameworks   and integrating these web service frameworks into web browsers 
would be a good direction towards improving the cloud security. Che et al. 
(2011) survey existing cloud security models and identify the security risks 
confronted by customers, providers and government. In their paper, they 
suggest a few strategies to overcome these security risks of cloud computing. 
Yildiz et al. (2009) proposed a practical security model on the basis of key 
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security considerations after looking at various infrastructure aspects of cloud 
computing. Yu et al. (2010) propose a data access control scheme for cloud 
computing for simultaneously achieving fine-graininess, scalability and data 
confidentiality.  

 
 

Security Breaches 
 
Security breaches and their announcements have significant adverse 

impact on a firm’s market valuation. The breached firms, on average lose 2.1 
percent of their market value within two days of the security breach 
announcement, which translates to loss of about $1.65 billion per breach in market 
value of the firm (Cavusoglu, et al., 2004). Privacy Rights ClearingHouse (Privacy 
Rights Clearinghouse, 2011) reports 535 data breaches in 2011 with around 30.4 
million records containing sensitive personal information being compromised. Cloud 
security breaches have been on a rise as cloud computing has started to get attention. 
A Trend Micro survey conducted on May 2011 involving IT decision makers from 
various countries reports that 43 percent of current cloud users reported a security 
incident in the past 12 months (Trend Micro, 2011).  Though the economic impact of 
a cloud security breach hasn’t been easy to measure, there is scattered evidence to 
show the adverse effects of these breaches. Epsilon, a cloud based email service 
provider reported a breach in 2011 that affected approximately 75 client companies, 
exposing nearly 250 million customer emails. The cost of this breach was estimated to 
be between $3 – 4 billion (Privacy Rights Clearinghouse, 2011).  

Research has shown that events of security breaches and their announcements 
have had significant and adverse impact on the market value of the firms involved. 
There is limited research on the impact of cloud computing announcements, 
specifically related to security and the consequences of a cloud security breach, on a 
company’s performance in terms of sales, revenue and profitability. Since enterprises 
have already begun taking advantage of cloud services, the paper examines how 
announcements about security or privacy breach impact these firms. 
 

Research Model 
 
Since many companies use cloud services expecting reduction in costs and 

increase in business agility, it is important to measure and identify if such 
announcements on cloud computing really impact the market value of the firms 
(Fogarty, 2010; Pemmaraju, 2010). Research has shown that cloud computing 
announcements do have a significant impact on the stock prices of the companies 
involved (Parameswaran et al., 2011). In order to measure the impact of such 
announcements, internal measures such as return on investment or internal rate of 
return are difficult to apply to financial benefits obtained on IT investments, as there is 
very little information available about the changes to cash flows due to an 
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announcement (Dehning and Richardson, 2002). Since there are multiple factors 
influencing the cloud computing services, we employ an external measure to find the 
impact of these announcements. Since the time frame within which the 
announcements may affect the respective firms may vary, the stock price would show 
the impact more appropriately since it takes future costs and benefits into account 
(Agrawal et al., 2006). It is also independent of the likelihood of occurrence of the 
event. Thus, stock response could be a reliable and suitable indication of the effect of 
the announcements, which can be measured using event study (Dos Santos et al., 
1993; Im et al., 2001). These announcements, which are related to cloud security, may 
have immediate or delayed impact. We therefore examine whether cloud computing 
security announcements affect the stock prices of various firms through three 
hypotheses. 
 
Hypotheses Development 

 
Researchers have widely studied the impact of security breach on market 

valuations of companies that suffer the breach (See For example, Acquisiti et al., 
2006; Campbell et al., 2003; Cavusoglu et al., 2004; Ettredge and Richardson 
2003;Garg et al. 2003b;Goel and Shawky, 2009;  Telang and Wattal, 2006; Yayla and 
Hu, 2005). Garg et al. (2003a) estimate that, on average, breaches could lower annual 
sales of companies by 0.5 to 1 percent. A Ponemon study estimates that companies 
suffering from data breaches paid £47 per compromised record in 2007 and the 
average cost per reporting incident for the company is around £1.4m (Poneman, 
2008). Extant studies have shown a significant negative impact due to information 
security breach (e.g., Ettredge and Richardson 2003; Garg et al. 2003a; Cavusoglu et 
al. 2004). Besides loss in stock value, there are long term costs associated with a 
security breach such as loss of trust, loss of business, legal actions and negative 
reputation (Cavusoglu et al., 2004; Tsiakis and Stephanides, 2005). Thus, we expect 
negative abnormal returns for cloud security breach announcements. Hence we 
hypothesize that: 
 
H1a: Cloud security breach announcements will have negative impact in market 
valuation of the involved companies  

 
Companies can plan initiatives in improvements in security practices after 

assessing their posture (Gupta et al, 2008; Tanna et al, 2005) and causes of the breach. 
Several studies have reported the reputational capital effect on stock performance of 
companies (Gregory, 1998; Knight and Pretty, 1999). Customers and stakeholders 
gain confidence about the company when announcements about a corrective action are 
made. These announcements help in restoring and uplifting the image that was 
damaged due to a crisis (Sellnow et al., 1998). The crisis response to a cloud security 
breach incident can take the form of positive announcements regarding the company’s 
security initiatives to further strengthen the overall security posture. After a security 
breach, positive security announcements such as partnership with a security services 
partner, or strengthening of authentication for customers (Gupta et al, 2004) or change 
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in security policies could be most effective in countering the negative publicity from 
the breach. These announcements that signify security counter measures or 
improvements can appease the negative impact of security breaches on the market 
value of the involved firms (Gupta, 2011). Thus, we expect positive abnormal returns 
for cloud security countermeasures announcements. Hence, we hypothesize that: 
 
H1b: Cloud computing security countermeasures announcements will have positive 
impact in market valuation of the involved companies. 

 
Event studies can reveal the impact of any event on the stock price of a firm. 

An investor’s perception about a company’s profitability and efficiency results in 
abnormal changes in the stock price. Customers shifting to competitors for same 
products or services usually accounts for a change in profitability. Adverse 
announcements like a cloud security breach have potential to affect the stock prices of 
other companies in the industry. Studies have shown certain events can cause 
competitors’ stock prices to change. For example, Lang and Stulz (1992) show that at 
the time of the bankruptcy announcement, stock price of the bankrupt firm’s 
competitors decreases by 1%, and the decline is statistically significant. Eckel et al. 
(1997) also showed a statistically and economically significant impact on competitors’ 
market value due to airline privatization announcement. Research from Gupta et al. 
(2011) showed that stock prices of competitor companies in the financial sector tend 
to react in the same way as companies that have had an information security breach. 
Consequently, we expect a negative abnormal return for the competitors of the 
companies involved in a cloud security breach. Hence, we hypothesize that: 
 
H2a: Cloud security breach announcements will negatively impact market valuation 
of competitors of cloud companies involved 

 
It has been shown that companies prefer to keep their information related to 

breaches secret especially from competitors (Gordon and Loeb, 2001), to prevent 
reputation loss. However, in case such an event is known to public, by the same 
rationale companies would want to reveal their countermeasures and desire that the 
competitors would observe it. From a competitors’ perspective such countermeasures 
may have a positive impact, more likely of the same sector or industry, since such 
countermeasures also reinstate the reputation of that particular industry or technology. 
Research from Gupta et al. (2011) also showed that competitors do benefit from 
positive security announcements from the companies that had a breach, across 
industries, firm types and years. Thus, we expect a positive abnormal return for the 
competitors of the companies involved in a cloud security countermeasure 
announcement too. Hence we hypothesize that: 
 
H2b: Cloud security countermeasures announcements will positively impact market 
valuation of competitors of cloud companies involved 
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Cloud computing is more beneficial to SMBs, as there is no need to invest in new 
infrastructure, software licenses and staff training. With Cloud computing, small and 
medium-sized businesses can completely outsource their datacenter infrastructure 
while large companies that need huge load capacities can do without building large 
and expensive datacenters internally. (Dawoud, Takouna and Meinel, 2010). Since 
using Cloud computing can keep the IT budget to a bare minimum it is ideally suited 
for e-commerce entrepreneurs and for individuals seeking a quick solution for startups 
(Ramgovind, Eloff and Smith,2010). Studies have shown that large companies take 
advantage of cloud services only for some of their key IT elements (Molony and 
Kirchheime, 2011) when compared to SMBs whose profitability is entirely dependent 
on the cost savings and robustness provided by using the cloud services. A survey by 
Cisco states that SMBs are driving public cloud adoption when compared to large 
enterprises. The study reveals that half of the SMBs will spend at least one third of 
their IT budgets on Cloud computing services by 2013 (Taylor, Christensen, Young, 
Kumar and Macaulay, 2011). Thus, a security breach involving SMBs would convey 
more negative perception to investors when compared to large companies who are not 
entirely dependent on the cloud services for their profitability. Consequently, we 
expect cloud security breaches to impact SMBs more than large companies. Thus, we 
hypothesize: 
H3: Cloud security breach announcements would have affect small companies more 
when compared to large companies. 
 
RESEARCH METHODOLOGY 
 
In this section, we describe how we collected and coded the cloud security 
announcements. We also provide a background on the event study methodology and 
calculation of abnormal returns using this methodology.  
 
Data Collection 

 
In this research, we collected 223 cloud computing announcements related to 

Information security. We used cloutage.org, a leading source of cloud security 
breaches, to collect announcements on cloud computing information security. We also 
used keyword search to collect more announcements on cloud computing information 
security. The keywords we used for the search to collect cloud security breach 
announcements include “cloud security breach” OR “cloud security announcements” 
OR “cloud security news” OR “cloud security breach” OR “cloud security data loss”. 
Some examples of cloud security breaches include: 

“Apple App Store Suffers Hack Attack” (7/6/2010) 
 “Google password system was target of Chinese hackers” (4/10/2010) 
 “Salesforce.com crashes again” (1/31/2006) 
In order to collect cloud security countermeasures news announcements, we 

used keywords including “cloud security technology” OR “cloud security fix” OR 
“cloud security investment” OR “cloud security improvement”. Some examples of 
cloud security countermeasures news include: 
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“Microsoft fixes bug in Windows Live file-sharing service” (12/10/2007) 
“With encryption breakthrough IBM boost cloud computing” (7/5/2009) 
“Amazon cloud-based database gains high-availability feature” (5/18/2010) 
The announcements were also collected from press releases of the companies 

and popular news websites that release cloud computing news. The time period for 
data collection is four years – 2006 to 2010. We obtained historical stock price 
information for companies making the announcements from the Center for Research 
in Security Prices (CRSP) at the University of Chicago. CRSP contains price 
information of stocks listed in the New York Stock Exchange (NYSE), American 
Stock Exchange (AMEX), and NASDAQ (Andrade, et al., 2001). We also recorded 
the number of employees for each company involved in these cloud security 
announcements from finance.yahoo.com. We have classified companies with 
employee strength less than 5000 as small and medium businesses and companies 
with employee strength more than 5000 as large companies.   Out of the 223 cloud 
computing announcements related to information security, there are 37 distinct 
companies that were involved in these announcements, 32 of which are publicly 
traded in the US market.  The announcements that involved the 5 companies 
that are not publicly traded involved another company that is publicly traded. We 
also collected stock price information of 3 publicly traded competitors of each 
company involved in cloud security announcements. Competitor companies were 
identified using the “Hoovers” database as the source.  In this analysis, the date of 
announcement has been used as the date to perform competitor analysis.       

 
Hypothesis Number of 

announcements 
Data Description 

H1a 188 Includes all publicly traded companies involved in a 
cloud security breach 

H1b 35 Includes the publicly traded companies involved in a 
cloud security countermeasures news  

H2a 188 Includes the competitors of the companies involved in 
a cloud security breach 

H2b 35 Includes the competitors of the companies involved in 
a cloud security countermeasures news  

H3 188 Employee strength < 5000 – Small and Medium 
businesses 
Employee Strength> 5000 – Large companies 

Table 1: Data definition scheme 

Event Study Methodology 
 
Because of its popularity and relevance to IS research, Event Study has gained 

tremendous attention and traction, and such studies are becoming common in IS 
literature (Peak et al, 2002; Aggrawal et al, 2006; Hayes et al, 2001; Ranganathan and 
Brown, 2006; Dos Santos et al., 1993; Im et al, 2001; Koh and Venkatraman, 1991; 
Roztocki and Weistroffer, 2006; Agrawal et al, 2006; Cavusoglu et al., 2004; 
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Campbell et al., 2003, Gupta and Sharman, 2010; Song et al, 2007) amongst others. In 
our research, the Event Study methodology has been used to measure the firm’s 
performance. We used market performance measures like stock prices in our study 
instead of accounting performance measures because the market measures take into 
account publicly available information to predict the cash flows and profits to 
establish the value of a firm. On the other hand, accounting performance measures are 
used only when the benefits of an event and the exact time period in which the 
benefits can be obtained are defined accurately (Agrawal et al, 2006; Dehning and 
Richardson, 2002; Beasley, Bradford and Dehning, 2009). Our paper studies whether 
the market adjustment made to the value of firms due to cloud computing security 
announcements are witnessed immediately in the form of changes in the stock market 
prices of the firms. Immediate changes would tell us that the market does react to the 
cloud computing security announcements (Agrawal et al., 2006). We also assess how 
an announcement of cloud security breaches and countermeasures changes the stock 
prices of the competitors of the companies involved. 
Abnormal Returns 

In our research, abnormal stock returns serve as the metric of the economic 
impact of cloud security breach and countermeasures announcements. In an event 
study, abnormal returns are calculated for an event window.  The most important 
choice in an event study is the choice of the length of the event window (Agrawal et 
al., 2006, McWilliams et al., 1997). Based on prior event studies in the field of 
information systems, we chose event windows of (-1,1) (-1,2) (-1,3) (-1,4) and 
(0,1)  (0,2) (0,3) (0,4) in addition to taking the actual date of announcement or the 
zeroth day. 

We used the market adjusted returns model for the computation of abnormal 
returns. To compute the abnormal returns, we used the Eventus software package. 
Given an event window and the model for abnormal returns calculation, the Eventus 
software computes the abnormal returns for firms for that window by interfacing SAS 
and the CRSP database (Agrawal et al., 2006).   
Based on the Market adjusted model, the abnormal returns for a firm i on day t is, 

Ait = Rit – Rmt 

Where, Rit is the return of stock for firm i on day t 

Rmt is the CSRP value weighted market return on the same day  
            Since we are looking at N firms, we need to aggregate the abnormal returns for each 

day for the period t; therefore, we formulate Mean Abnormal Return (MARt), 

𝑀𝐴𝑅t = 𝐴𝑅it
!

!!!

 

Cumulative Abnormal Return (CAR) is used to measure the change in firm value. The 
CAR for the cloud computing announcements for the firm i for the period t1 to t2is 
given by 
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 CARi t1, t2 = Ait 

!!!!

!!!!

 

In our research, since we are looking at the CAR for many firms, we need to compute 
the Average Cumulative Abnormal Return (ACAR). For an event window T, the 
ACAR for N firms is given by, 

ACARi t1, t2 = 1/n Ait
!

!!!

 

Then we use Patell Z test statistic (a standardized parameteric test) to check if the 
ACAR is significantly (statistically) different from zero. If significance is found in 
this test, we can say that the cloud computing security announcements made an impact 
on the stock market. The magnitude of the impact can also be inferred based on the 
level of significance (Agrawal et al., 2006; Beasley et al, 2009; Goel and Shawky, 
2009; Mcwilliams et al., 1997). 
 
RESULTS 
 
           We investigated nine event windows for evaluating impact of cloud computing 
security announcements on the companies involved and on different stakeholder 
companies such as competitors. We had nine event windows for each hypothesis, and 
in this section, we only present the ones that show any significance. For each 
hypothesis, we have omitted event windows that report inconclusive results. A 
summary of results for all the hypotheses is shown below: 
 
Hypothesis  Description Hypothesized 

effect 
Support Results 

H1a Cloud security breach 
announcements will 
have negative impact in 
market valuation of the 
involved companies 

 
- 

Supported. 
 

Significant -ve 
MAR on zeroth 
day (see Table 9).	

H1b Cloud security 
countermeasures 
announcements will 
have positive impact in 
market valuation of the 
involved companies. 

 
 

+ 

Not 
supported but 
we get 
counter-
intuitive 
results.  
 

Significant –ve 
CARs on the 
window (0,-1) 
(see Table 4) 

H2a Cloud security breach 
announcements will 
negatively impact 
market valuation of 
competitors of Cloud 
companies involved 

 
 
- 

Supported Significant –ve 
CARs on the 
window (-1,0) (-
1,3) (see Table 5) 
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Table 2: Window based results of all cloud computing security announcements 

Window ACAR Positive:Negative Patell Z Generalized Sign Z 

(-1,0) -0.03% 86:97 -0.529 -0.235 
(0,+1) -0.29% 79:104 -1.619$ -1.271 
(0, +2) 0.05% 86:97 -0.397 -0.235 
(0, +3) 0.09% 81:102 -0.233 -0.975 

 
Table 3: Window based results of cloud security breach announcements 

 
Table 3 shows the Average Cumulative abnormal returns for the companies involved 
in the cloud security breach announcements from 2006 to 2010. The windows do not 
show any significant abnormal returns.  
 

 Window ACAR Positive:Negative Patell Z Generalized Sign Z 
(-1,0) -0.54% 10:21< -0.788 -1.705* 
(0,+1) -0.33% 11:20( -0.706 -1.345$ 
(0, +2) -0.78% 11:20( -0.673 -1.345$ 
(0, +3) -0.43% 14:17 0.574 -0.266 

 
Table 4: Window based results of cloud security countermeasures announcements 

 
Table 4 shows the Average Cumulative abnormal returns for the companies involved 
in the cloud security countermeasures announcements from 2006 to 2010. The result 
is negative for windows   (-1, 0) at 5% level of significance with ACAR as -0.54% for 
the generalized test. The windows (0, +1) and (0, +2) show negative abnormal returns 
with 10% level of significance. This shows that there was a negative impact of a cloud 
security countermeasures announcement on the respective companies. 

H2b Cloud security 
countermeasures 
announcements will 
positively impact 
market valuation of 
competitors of Cloud 
companies involved 

 
+ 

Not 
supported but 
we get 
counter-
intuitive 
results.  
-ve abnormal 
returns. 

Significant –ve 
CARs on the 
window (0,1) (see 
Table 6) 

H3 Cloud security breach 
announcements would 
have affect small 
companies more when 
compared to large 
companies. 

 Small 
companies 

should have 
lesser returns 

than large 
companies 

Not 
supported but 
we get 
counter-
intuitive 
results.  

Large companies 
have –ve impact 
and smaller ones 
have +ve impact 
(see Tables 7,8 
and 9) 
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Figure 1: CARS of Cloud security breach and countermeasures news announcements 

 
Figure 1 shows daily mean abnormal returns for 15 days before and after 

cloud security breach incidents and cloud security countermeasures announcements 
respectively. In both the cases, we see a spike on the day of the announcement.  

Window ACAR Positive:Negative Patell Z Generalized Sign Z 

(-1,+3) -0.17% 165:232< -1.220 -1.931* 
(-1,+2) -0.07% 171:226( -0.785 -1.327$ 
(-1,0) -0.09% 167:230< -1.051 -1.730* 
(0,+1) -0.16% 175:222 -0.792 -0.925 
(0, +2) -0.13% 186:211 -0.895 0.182 
(0, +3) -0.22% 174:223 -1.354$ -1.025 

 
Table 5: Window based results of competitors of companies with breach 

announcements 
 

Table 5 shows the Average Cumulative abnormal returns for the competitors 
of companies involved in a cloud security breach announcement from 2006 to 2010. 
The result is negative for windows (-1, +3) (-1, 0) at 5% level of significance with 
ACAR as -0.17%, -0.09% respectively for the generalized test. The windows (0, +3) 
and (-1, +2) show negative abnormal returns with 10% level of significance. This 
shows that there was a negative impact of a negative cloud security announcement on 
the competitors of the respective companies. 

 
Window ACAR Positive:Negative Patell Z Generalized Sign Z 

(-1,+3) -0.53% 41:62 -1.045 -1.391$ 
(-1,+2) -0.70% 42:61 -1.611$ -1.194 
(-1,0) -0.25% 48:55 -0.686 -0.009 
(0,+1) -0.32% 36:67 -0.823 -2.379** 
(0, +2) -0.51% 42:61 -1.252 -1.194 
(0, +3) -0.34% 47:56 -0.641 -0.206 
(0,+5) -0.25% 56:47 0.069 1.572$ 

 
Table 6: Window based results of competitors of companies with countermeasure 

announcement 
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Table 6 shows the Average Cumulative abnormal returns for the competitors of 
companies involved in the cloud security countermeasures announcements from 2006 
to 2010. The result is negative for window (0, +1) at 1% level of significance with 
ACAR as -0.32% for the generalized test. The windows (0, +5) (-1, +2) and (-1, +3) 
show negative abnormal returns with 10% level of significance. This shows that there 
was a negative impact of cloud security countermeasures announcement on the 
competitors of the respective companies. 

 

  
 
 
 
 
 
 
 
 
 
 
 

 
Figure 2: CARS of competitors of companies involved in cloud security breach and 

countermeasures news announcements 
 

Figure 2 shows daily mean abnormal returns of competitors for 15 days before and 
after cloud security breach incidents and cloud security countermeasures 
announcements respectively. We see a spike on the day of the announcement for the 
competitors of cloud security breach and a spike 1 day after the announcement for 
competitors of cloud security countermeasures news.  
 

Window ACAR Positive:Negative Patell Z Generalized Sign Z 
(-1,+4) 1.90% 41:24 2.297* 2.288* 
(-1,+3) 1.40% 41:24 1.849* 2.288* 
(-1,+2) 1.22% 39:26 1.821* 1.792* 
(-1,1) 1.40% 37:28 0.836 1.296$ 
(-1,0) 1.90% 36:29 1.112 1.047 
(0,+1) -0.02% 29:36 -0.047 -0.689 
(0, +2) 0.69% 31:34 1.227 -0.193 
(0, +3) 0.87% 35:30 1.308$ 0.799 
(0,+4) 1.37% 40:25 1.837* 2.040* 
(0,+5) 1.59% 43:22 1.958* 2.784** 
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Table 7: Window based results of cloud security breach announcements of small and 
medium business companies 

 
Table 7 shows the Average Cumulative abnormal returns for small companies 
involved in a Cloud security breach announcement from 2006 to 2010. The result is 
positive for window (0, +5) at 1% level of significance with ACAR as 1.59% for the 
generalized test. The windows (-1, +4) (-1, +2) (0,+4) and (-1, +3) show positive 
abnormal returns with 5% level of significance. This shows that there was a positive 
impact of a cloud security breach on small and medium business companies. 

Window ACAR Positive:Negative Patell Z Generalized Sign Z 
(-1,+4) -0.19% 54:70 -0.727 -0.836 
(-1,+3) -0.32% 52:72 -1.087 -1.196 
(-1,+2) -0.24% 57:67 -1.009 -0.296 
(-1,+1) -0.36% 56:68 -1.307$ -0.476 
(-1,0) -0.31% 53:71 -1.360$ -1.016 
(0,+1) -0.37% 54:70 -1.797* -0.836 
(0, +2) -0.25% 59:65 -1.325$ 0.063 
(0, +3) -0.33% 48:76 -1.354$ -1.915* 
(0,+4) -0.20% 50:74 -0.92 -1.555$ 
(0,+5) -0.17% 54:70 -0.622 -0.836 

 
Table 8: Window based results of cloud security breach announcements of large 

companies 
 
Table 8 shows the Average Cumulative abnormal returns for the large companies 
involved in a cloud security breach announcement from 2006 to 2010. The windows 
(0, +1) and (0, +3) show negative abnormal returns with 5% level of significance on 
the Patell Z test and the generalized sign test respectively. This shows that there was a 
negative impact of a cloud security breach on large companies. 
 

Figure 3:  ACAR of Small companies versus Large companies 
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Figure 3 shows a comparison of Average cumulative abnormal returns of small and 
medium business companies versus large companies that have had a cloud security 
breach. It is clearly evident from the figure that small companies have benefited from 
a cloud security breach whereas large companies have had a negative impact. 
 

Hypothesis ACAR Positive:Negative Patell Z Generalized Sign Z 

H1a -0.20% 82:101 -1.742* -0.827 
H1b -0.46% 11:20( -0.766 -1.345$ 
H2a -0.15% 173:224< -1.468$ -1.126 
H2b -0.06% 48:55 0.085 -0.009 

H3 (Small companies) 0.02% 31:34 0.059 -0.193 
H3 (Large companies) -0.32% 53:71 -2.201* -1.016 

 

Table 9: Mean abnormal returns on the day of announcement for all hypotheses 

Table 9 shows the Market Adjusted mean abnormal returns on the day of 
announcement for all the companies under the three stated hypotheses.  The 
hypothesis H1a is supported with a 5% level of significance for the Patell Z test. The 
hypothesis H2a is supported with a 10% level of significance for the Patell z test. The 
hypotheses surrounding the cloud security countermeasures news and the competitors 
of companies involved in such news are not supported. Instead we get counter-
intuitive results.  This is also the case with the hypothesis surrounding the small and 
medium business companies versus large companies. 
 
Cloud Security Breach versus Information Security Breach 
 
In this section, we compare the impact of cloud security breaches on the firm 
valuation to that of information security breaches from research by Gupta (2011). 
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Figure 5: Cloud Security breach versus 
Information Security Breach  

Figure 4: Cloud Security countermeasures 
versus Information Security countermeasures  
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Gupta (2011) showed a significant negative impact on the companies involved in 
information security breaches. The research also shows significant positive abnormal 
returns for the companies involved in a cloud security countermeasure announcement. 
Figure 5 illustrates the comparison of ACARs of information security breaches versus 
cloud security breaches. Cloud security breaches have had less impact when compared 
to the impact of information security breaches from research by Gupta (2011). 

However, cloud security countermeasures news has had significant negative 
impact on the market valuation of the firms involved when compared to positive 
abnormal returns due to information security countermeasures announcements. Figure 
4 illustrates the comparison of ACAR’s of information security countermeasures news 
versus cloud security countermeasures news.  
 
FRAMING EFFECTS OF CLOUD SECURITY ANNOUNCEMENTS 
Given the significant impact of cloud security breaches on firm valuation, we 
investigated whether the magnitude of impact differs with the way these 
announcements are framed. We examine the impact of the use of certain frames in 
cloud security breach announcements on stock price. Such a study can guide PR 
personnel to ensure that cloud security breach announcements are made using optional 
frames to maximize the positive impact on the stock market. Framing effect is a 
phenomenon where a communicator emphasizes or uses certain factors to influence 
opinions and judgments of readers (Druckman, 2001).  
  

Communications studies have widely established that frames in 
communication (images, words, phrases, etc.) impact the way the information is 
presented and received. Frames (or keywords) are important to project certain facts or 
values as important so as to make them salient and thus important to the users (Josyln, 
2003). Cooper (2002) asserts that framing of a message is critical in defining 
problems, attributions and solutions.  
We used ‘Textexture’ to find out the most influential frames in our cloud security 
breach announcement articles. Textexture is an online tool developed by Dmitry 
Paranyushkin from Nodus Labs to read polysingularity of text. Polysingularity is a 
condition where multiple solutions are possible but only some can be actualized at a 
particular moment in time (Paranyushkin, 2012). Framing of a cloud security 
announcement is based on the choice of the words by the author. But some words 
more often align well together that form broad themes that dominate these cloud 
security announcements. This is known as polysingularity of a cloud security 
announcement. Textexture scans the text for patterns of words that occur close to each 
other and within attention span gaps (Paranyushkin, 2012). It removes words like 
“the”, “is”, “are” and constructs a graph where the nodes represent the words and the 
edges represent the co-occurrence of words. Texture uses 3 graph processing 
algorithms based on social network theories to read polysingularity of text. More 
information on the algorithms can be found in the Textexture website. 
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We merged the 188 cloud 
security breach announcements and 
used it as input to the Textexture tool. 
The following was obtained as output 
from the Textexture tool: 1) a list of 
four influential keywords in the text 2) 
a list of four arrays that represent the 
most influential context in the text 3) a 
network graph for cloud security 
announcements. The four most 
influential keywords in the cloud 
security announcements were service, 
user, company and problem.  Figure 6 
shows the network graph generated by 
Textexture based on the analysis of all 
the cloud security announcements.  

Table 10 lists the four most 
influential themes generated by Textexture based on the analysis of all the cloud 
security announcements. 
  

 

      

Table 10: Top 4 most influential contexts 

Based on the keywords in the top 4 most influential contexts generated by textexture, 
we identified the 4 broad themes that dominate the framing of cloud security 
announcements. Each context was identified as belonging to the following four 
themes. 1) business and management, 2) security 3) stakeholders and 4) technology.  

 
 
 
 
 
 
 
 
 

Table 11: Mapping contexts to themes 
 

service    control   services    support  

problem   outage    delay    report  

company    customer    host    users  

app    server   online    data  

Context  Themes 

service    control   services    support  Business and management 

problem   outage    delay    report  Security 

company    customer    host    users  Stakeholders 

app    server   online    data  Technology 

problem	

Figure 6: Network graph for 188 cloud 
security announcements 
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Table 11 shows the mapping of the influential contexts to the corresponding themes. 
We used these themes to categorize the keywords we obtained from frequency 
analysis of cloud security announcements, which will be discussed in the following 
section. Then we performed a theme-impact analysis to determine the themes that 
dominate the best performing announcements. Figure 7 illustrates the steps involved 
in analyzing the framing effects of cloud security announcement. 

Polysingularity analysis using Texture 

                               

                                   Top 4 Influential Contexts 

Mapping influential contexts into themes 

 

 Themes  

Keyword frequency analysis using Atlas.ti® 

  Frequency of keywords  

in each announcement 

Categorizing top 50 relevant keywords into themes 

 

 

Stock impact analysis of individual announcements using 

Eventus® 

                                         ACARS  of individual             

announcements 

Theme – Impact analysis for best and least performing 

announcements 

Figure 7: Steps in analyzing the framing effects  

In our analysis, we used keywords as proxies for the frames. We analyzed the 188 
cloud security breach announcements made by the firms for keyword frequency. We 
individually collected the impact on stock prices due to each announcement using 
event study methodology. Eventus® software was used to run 193 outputs with one 
for each event for the consumer and the provider. These results from the event study 
were subsequently used for further analysis using content analyses. We used Atlas.ti 
® (version 6.0) for content analysis. We obtained 56,214 words with 6226 unique 
keywords. We removed the keywords that occurred less than 200 times. We then 
removed the common words like “the”, “an”, “are” etc. to arrive at 50 keywords 
which were categorized into four broad themes identified using polysingularity 
analysis: 1) business and management, 2) stakeholders 3) technology and 4) Security. 
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Keywords for each theme are as follows:  Business and Management (service, 
services, control, support, companies, performance, enterprise, infrastructure, 
enterprises); Stakeholders (users, customers, engineers, company, customer, people); 
Technology  (data, storage, apps, software, online, update, web, applications, files, 
sites, information, updates, server, network, hosted, app, application, servers); and 
Security (delays, outages, connectivity, availability, account, accounts, report, 
backup). 

 

Figure 8: Content analysis: Top 10% vs Bottom 10% performing announcements 

The announcements were sorted based on their impact on the stock price of 
the company involved in the announcement. Figure 8 shows the keywords used in the 
top 10% and bottom 10% performing announcements. The top 10% used more 
security-related and stakeholder related keywords, while the last 10% used the more 
business\management and technology keywords. 

These observations were confirmed by the results of test of difference in 
proportion at 5% level of significance. From our results, we can infer that investors 
foresee future profitability of the company when stakeholder and security related 
keywords are used.  Our content analysis can be used to cue managers on the 
keywords that responded more positively when a cloud security breach announcement 
is made. The study also sheds light on the type of keywords that must be avoided 
while framing cloud security breach announcements. 
 
IMPLICATIONS AND CONCLUSION 
 

Research shows that information security events, in general, have had 
significant impact on the stock value of the firms and their competitors (Gupta, 2011; 
Goel and Shawky, 2009). Our research shows that   information security breaches 
related to cloud computing has significant negative impact on the stock value of the 
firms on the day of announcement. When compared to impact of information security 
breaches, cloud security breaches have relatively a less negative impact. This study 
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also reveals that the competitors of the companies involved in a cloud security breach 
experience a significant negative impact on the firm valuation. Contrary to research on 
the effect of information security countermeasures news on the companies and 
competitors (Gupta, 2011), our research shows that cloud security countermeasures 
news has significant negative impact on the firm valuation involving companies. 
Contrary to our hypothesis, large companies seem to be affected by a cloud security 
breach whereas small and medium business companies seem to benefit from a cloud 
security breach. 

In its current stage of evolution and adoption, cloud computing has more 
advantages than disadvantages. The advantages are for both the providers and 
adopters. While adopters are looking to cloud to reduce capital costs, divest 
infrastructure management and leverage on-demand provisioning of services to 
manage “cloud bursts”, they are equally concerned about potential security risks of the 
solutions. The last few years have seen security concerns as a major hindrance to both 
innovation of cloud based services and in adoption of those services. The research 
presented in the paper is useful for both sides to understand the value of security 
lapses on investors’ perception. This, in turn, also impacts the overall confidence that 
the customers and other stakeholders have on both providers and adopters. This 
research also provides unique insights into differences between other data/security 
breaches and cloud computing security breaches and their impact on competitors of 
affected companies. The companies usually assume a cloud computing security 
incident to be yet another data breach, but characteristics of cloud computing yield 
different response, as our research shows. An interesting implication from the results 
is that competitors show contagion effect for negative announcements, but the 
countermeasures announcements show opposite results. The implications are serious 
for cloud computing providers, for the results show a strong contagion effect for 
security breaches. Those companies should work together in information sharing and 
developing better and more effective strategies and solutions for thwarting existing 
and potential risks. These collaborative initiatives help not only individual companies, 
but all companies involved in the similar business of offering cloud computing 
services. Cloud computing companies can benefit from the study in formulating their 
own crisis response strategies for mitigating the negative impact on their market 
valuation due to security breaches (Gupta, 2011).  

While some customers believe that cloud computing heralds the possibility of 
a new generation of transformative services, others believe that it is just re-packaging 
of extant technologies. In either case, security concerns have always been there; it’s 
only that with recent increase in adoption, the security issues have taken center stage 
in the decision-making process about cloud adoption. The investors in the companies 
that offer and adopt cloud computing are excited about the cost savings and innovative 
services.  In light of the fact that security has been a major issue in cloud adoption, the 
research presented in the paper provides insights into how investors perceive 
announced security issues in cloud computing. Regulators in certain sectors, including 
financial, have warned/advised banks to ensure strong and effective controls to reduce 
risk and to ensure safe computing environment (Borak, 2012). Under stricter 
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supervision and scrutiny, cloud service providers have never been more cautious in 
implementing and promoting security of the data and processes of the cloud adopters. 

The Gartner Hype cycle for 2011 has positioned cloud security at the Peak of 
Inflated Expectations, a phase that is characterized by huge publicity eventually 
generating over-enthusiasm and unrealistic expectations. Any announcement 
regarding a firm’s cloud security breach or a cloud security countermeasures 
announcement would be subject to interest of the customers or the key stakeholders of 
the company. As the adoption of cloud computing has started increasing (Molony and 
Kirchheime, 2011), cloud security has emerged as a top area of concern over the years 
(Symantec, 2011).The issue of cloud security has reached a point where investors  
have started to take cloud security announcements more seriously by perceiving a 
security breach as a negative information about the company.  

 
LIMITATIONS AND FUTURE STUDY 
 

We have analyzed the market impact of cloud security breaches and 
countermeasures news on firm valuation of the companies involved. However, there 
are a few limitations to our study. Firstly, our study is limited to publicly traded 
companies listed in the New York Stock Exchange (NYSE), American Stock 
Exchange (AMEX), and NASDAQ whose price information is listed in the CRSP 
database. Secondly, adverse events like a cloud security breach could be subjected to 
confounding effects of other adverse events in the same time period.  In future work, 
we would explore the confounding effects of other events on cloud security breaches 
and countermeasures news. Thirdly, since we have collected data from press releases 
of the companies and popular news websites that release cloud computing news, we 
have not accounted for any leakages in the news prior to the release.   Finally, as is the 
case with any other event study, our research makes the assumption of market 
efficiency and that news media announcement about a firm will be reflected 
immediately in the stock price.  Since we have analyzed cloud security breaches as a 
whole, future research can be done on the impact of the types of cloud security 
breaches like data-losses, hacks and outages on the market valuation of the firms. 
Research can also analyze the stock impact of the different types of countermeasures. 
We hope that more research is done in this area of cloud security breaches and 
investigate how important is cloud security in the adoption of cloud computing. 
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